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Abstract

Nowadays, most of business practices involve personal data processing of customers and
employees. This is strictly regulated by legislation to protect the rights of the data subject. Enforcing
regulation into enterprise information system is a non-trivial task that requires an interdisciplinary
approach. This paper presents a declarative framework to support the specification of information
system designs, purpose-aware access control policies, and the legal requirements derived from the
European Data Protection Directive. This allows for compliance checking via a reduction to policy
refinement that is supported by available automated tools. We briefly discuss the results of the
compliance analysis with a prototype tool on a simple but realistic scenario about the processing of
personal data to produce salary slips of employees in an Italian organization.
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